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Open Platform Communications Unified Architecture (OPC-UA - [EC62541) is a
standardized platform-independent architecture which provides a service-based
data exchange. In combination with TSN it allows new possibilities when it comes
to high interoperability and deterministic communication.

Based on the open62541 implementation the following steps show how everything
has to be setup to get it up and running on a FPGA (Artix7 with MicroBlaze). In
combination with NetTimelLogic's complete FPGA based TSN solution you get the
full solution for industrial communication 4.0.

The example FPGA project and the application are available here:
https://github.com/NetTimelLogic/opcua

The open62541 implementation is available here:
https://github.com/open62541/open62541
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Introduction

It is not straight forward to get the open62541 OPC UA stack up and running on an
embedded system even if FreeRTOS and Iwip is supported. The following imple-
mentation description is based on the open62541 documentation which describes
how to build the library and how to implement a basic OPC UA server. The applica-
tion creates an OPC UA server thread which is running under FreeRTOS with Iwip.
The FPGA use a MicroBlaze softcore with DDR3, Axi Ethernet Lite, Axi Uart Lite
AXI GPIO and AXI Timer. As hardware an Arty A/-100T development board from
DIGILENT is used.

MicroBlaze AXI
openo62541 AXIUart
AXI
— | Ethemet
BRAM AXI
GPIO
MIGT
(DDR3)

Required tools

To build the full project, the following tools are required:
e Xilinx Vivado 2019.1
e Xilinx SDK 2019.1
e CMAKE (Python 2.7.x or 3.x)

e UA Expertf

BSP adjustments for LWIP

Open62541 supports “freertosLWIP” as an architecture. In that case it uses the li-
braries of the target device which are the ones of the BSP in Xilinx SDK.

To be able to compile the open62541 library some adjustments for the Iwipopts.h

file are needed:
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Line 10-19 https://github.com/open62541/open62541/blob/master/arch/com-
mon/ua_lwip.h

Since this file is managed by the BSP in Xilinx SDK, manual modifications are over-
written when the BSP is generated. With the following workaround, it is possible to
add the additional defines over the BSP setting GUI.

1. Go to: C\Xilinx\SDK\2019.71\data\embeddedsw\ ThirdParty\sw_ser-
vices\Iwip211_vi_O\data

2. Open the Iwip211.tcl

3. Search the proc generate Iwipo_opts {libhandle} and go to the end of this proce-
dure

4. Add before the line puts $/wipopts fd "\#endif” the following code:
OPEN62541 implementation

set open62541 impl [expr [common::get property CON-
FIG.open62541 impl $libhandle] == true]
if {$open62541 impl} ({
puts $lwipopts fd "\#define LWIP COMPAT SOCKETS 0"
puts Slwipopts fd "\#define LWIP SOCKET 1"
puts Slwipopts fd "\#define LWIP DNS 1"
puts Slwipopts fd "\#define SO REUSE 1"
puts $lwipopts fd "\#define LWIP TIMEVAL PRIVATE 0"

puts $Slwipopts fd ""

5. Save the file
6. Open the file lwip211.mld
7.Add the new Parameter e.g. at line 47:
PARAM name = open62541 impl, desc = "Used as an open62541 im-

plementation?", type = bool, default = false;}

8.Save the file
9. Restart Xilinx SDK

After this change and a restart of Xilinx SDK the new option will be visible in the
BSP settings GUI of the Iwip.
Design preparation

Before everything is ready to build the open62541 library, the implemented FPGA
design from Xilinx Vivado and a software application project in Xilinx SDK is
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needed. In this example project a MicroBlaze design with DDR3 is used (unfortu-

nately the application does not fit into the available block RAM).

Vivado

The Vivado project can be created with the available tcl script. By running the im-

plementation of the Vivado project the bitstream can be created. With File->Ex-

port->Export Hardware the hardware definition can be created.

File->L.aunch SDK starts the SDK.

Xilin SDK

In Xilinx SDK a new empty Application Project with the OS Platform “freertos10_xil-
inx” can be created.

File->New->Application Project.

n New Project
i}

Application Project

Create a managed make application project.

Project name: | OpcSer\rerI

] Use default location

CANetTimeLogic\TimeSync\CLK\Refdesign\Xilinx\Arty\Ope

default

05 Platform: | freertos10_xilinx

Target Hardware

Hardware Platform: | MicroblazeBd_wrapper_hw_platform_0

Processon microblaze_0
Target Software
Language: ®C OC++
32-bit
MN/A

Browse...

Board Support Package: (®) Create New | OpcServer_bsp

Use existing

Cancel

fter the project is created some adjustments in the OpcServer_bsp are needed

e Select Iwip211 as supported libraries
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e Go to the lwip211 and adjust following parameter:
open62541 impl = true

Go to the freertos20_xilinx and adjust the following parameters:

Check for stack overflow = 1

total heap size = 2097152

e Re-generate BSP sources

The environment is now ready to start with CMake.

CMake

The easiest way is to work with the CMake GUI. Later it can be used in Xilinx SDK.
CMake for open62541 is used with following adjustment:

e UA ENABLE AMALGAMATION = ON

e UA ENABLE HARDENING = OFF

UA ARCH EXTRA INCLUDES = <path to microblaze/include>

UA ARCH REMOVE FLAGS = -Wpedantic -Wno-static-in-inline -Wre-

dundant-decls

CMAKE C FLAGS = -Wno-error=format= -mlittle-endian -Dcon-

figUSE PORT OPTIMISED TASK SELECTION=0 -DconfigAPPLICATION AL-

LOCATED HEAP=3 -DUA ARCHITECTURE FREERTOSLWIP

e UA LOGLEVEL = 100 (optional for debugging)
1. Start the CMake GUI
2. Select the correct source code path where the open62541 GIT repository is lo-
cated and define the path where you want to build the binaries:
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A CMake 3.15.2 - C:/open62541_lib
File Tools Options Help

Where is the source code: | Ci/open62541

| [Browse Source...

Where to build the binaries: |C‘.1fnp!|162541_ib

Scarch: | A Grouped [ Advanced |dt Add Entry | |38 Bemove Entry
Name

<

Press Configure to update and display new values in red, then press Generate to generate selected build files,
| Configure | | Generate | 'Open Preject Current Generator: None

3. Click Configure:

Spedify the generator for this project
Eclipse CDT4 - Unix Makefiles

() Use default native compilers

O Specify native compilers

(® Specify toolchain file for cross-compiling
O Specify options for cross-compiling

4. Select the CMake file which defines the compilation toolchain and other settings:
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=

Specify the Toolchain file

|C:,l'npcua,n’5 re/SdkMb.cmake]

5. Click again on Configure and after that on Generate

Cancel

6. The Unix Makefiles are now ready and can be added Xilinx SDK workspace:

File->Open Projects from File system

BB import Projects from File System or Archive m} X
Import Projects from File System or Archive
This wizard analyzes the content of your folder or archive file to find projects and import them in the IDE. B
Import source: | Chopenb2541_lib Archive...
type filter text Select All
Folder Import as Deselect Al
pen62341_lib Eclipse project -
1 of 1 selected
[ Hide already open projects
Use installed project configurators to:
Search for nested projects
Detect and configure project natures
Waorking Sets
[JAdd project to working sets Mew..
Working sets: Select...
® < Back Mext = Cancel

7. Now it should be possible to generate the opent2541.c/h file in Xilinx SDK.

Make Target->all
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A LT R A T LK) :i H:‘ I |_|,IH w
=0 H= Outline @Dﬂcumenis Make Target 7 =" =

A OB | & ¢ D ix
5 (25 OpcFreeRTOS
» @ OpcFreeRTO5_bsp
v (=% open62541-Debug@opentsdl_build
» [2 [Source directory]
» (= _CPack_Packages
s (= [Targets]
» [= arch
= bin
5 [= CMakeFiles
» = doc
= doc_src
¥ [= src_generated
5 [ tools
1all
: clang-tidy
' clean
epplint

CYOIOJOYO)]

s edit cache

8. The workspace should have now following structure:

({5 Project Explorer 12 RS | ¥ =N
3 l'3 MicroblazeBd_wrapper_hw_platform_0
v (25 OpcServer
» ) Includes
» (R openB2541_lib
» (= Debug
» = src
> [ OpeServer_bsp
v (& open62541-Debug@openb2541_lib
» B Archives
» il Includes
» [ [Source directory]
» A [Subprojects]
» (G [Targets)
» (&= arch
» [E= bin
» [= doc
» [= doc_src
» [ sre_generated
» (= tools
» (= CMakeFiles
ﬁ cmake_install.cmake
5] CMakeCachetxt
£ compile_commands.json
g CPackConfig.crmake
[§ CPackSourceConfig.cmake
[& Makefile
12 openB2sdl.c
[5 open6254ih
g open6i2541Config.crnake
g openf2541ConfigVersion.cmake
[ openB2541Macros.cmake
[3 openfid3id1Targets.cmake
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Creating the OPC UA server application

C/C++ Build settings
For a compilation without errors some adjustments in the application project Build

settings are required.
1. Add the symbol for UA_ ARCHITECTURE_FREERTOSLWIP

=
| [ type filter text
Resource
| Builders
v C/Coe Build
Build Variables
Environment
| Logging
| Settings
Tool Chain Editor
C/C= General

Run/Debug Settings

2. Add the open62541 build directory as

Settings

Configuration: Debug [ Active ]

) Tool Settings W Devices # Buiild Steps

~ 1 MicroBlaze gec assembler

Build Adifact [} Binary Parsers @ Ervor Parsers

Defined symbols (-D)

~ | Manage Configurations...

aa | gl

(& General
~ 1 MicroBlaze gec compiler

(2 Symbols

(3 Wamings

( Optimization

(& Debugging

5 Profiling I Enter Value
2 Directories

& Miscellaneous

Defined symbas (-D)

<

(2 Inferred Option | UA_ARCHITECTURE_FREERTOSLWIR|

(% Software Pl
(5 Processor
~ B MicroBlaze gec linl
(3 General
(2 Libraries
5

Cancel

b=,

FEEER

(8 Linker Script
w (& Inferred Options
@ Software Platform
(& Processor Options

include path

Restore Defaults Apply

e
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B Properties for OpeServer

o «
lpefitertec || settings G
5 Resource
Builders
v C/Ce+ Build & Debug [ Active ] = \M-ugzr
Build Varizbles
Environment
Logging % Tool Settings Wl Devices # Build Steps " Build Artifact fib Binary Parsers @ Error Parsers
Settings —_— .
Tool Chain Editor ~ B MicroBlaze gec assembler Include Paths 8D 85 &
5 C/Ce+ Genersl (& Genersl
Git ~ B MicroBlaze gec compiler
Project References (8 Symbols
Run/Debug Settings (& Wamings
(& Optimization
Debugging
g Profiling [ Add directory path X
Directories )
& Miscellaneous SRR
w (2 Inferred Options [ . lib)
(= Software Platform
@5 Processor Options
~ %) MicroBlaze gec linker
(& General
(3 Libraries oK Cancel | [ Workspace.. | File system... |
(& Miscellaneous
38 Linker Script
~ (2 Inferred Options.
(& Software Platform
(& Processor Options
) MicroBlaze Print Size
ResoreDeets| | Aoply

@ o]0 conee |

3. Add the open62541 build directory as library search path

B
e it et Seitings e 4
» Resosarce
Eustders =
s Bl Configuation: | Db | Aok | ~|  Masage Configurstions—.
sk Varistier
gt
Legpng B Tclmng W Deicn 2 Boild i T Bod Aifact i Bisary Pasers. O Ervor Parses:
Tesel Chain iter e ) MougBlae goc avembler || Libranes 1) @
| 5 €ges Ganenal B Gament |
(Project Relerences w1 McrcBiare gic compier
Fusny D] Semvs ) Symbch
5 Wamings
& Opemanon
D
1 51 Paeftry
2 Cuvctoss
& Miscelaneous
w B infermed Opticra.
| (i Sofrware Fatioem
| (I Pescesin Optased
| w ) MiciBlate gee kool
| 2 Gemeral
2 Librias E
1
) Lindoes Script T
w (3 inferved Optisen
5 Sedtacare Patiiem

@ [ [

4. Link the folder to the source location of open62541.c/h
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Paths and Symbels

Configurstion: Dby [ Activn |

Legging (5 ncudes # Symbels A Libices B Libvary Paths 5 Sturce Lecation | References

Saurce folders on busld paihe
+ o [OpeSanver

5. Add an exclusion pattern that only the

B Hew Foldes a *®

[ IR p—ryY ]

<< dadvanced

[ Link b f e i e e st
[Chopentzsn b |[Comme. ]| vonabies.
Chooue fle system:  detaul

Locatisn Chopentise] kb’ may oveds b can couse unexpected tde-effects.

\.d..?} o Canced

Linker script

~| | Manage Configurstions... |

 Restoue Defauts Aoy

open62541.c/h are used:

The linker script for our OPC UA server application needs some small adjustments.
With Xilinx->Generate linker script a new Iscript.ld with following settings can be

created:

e Heap Size: (min) TMB

Whitepaper 1.0

Page 11 of 17



/ Net Logic

e Stack Size: (min) IMB

Generate linker script
Ciontrol your spplication’s memony mag.

Basic  Advenced
Project: OpcServer
Output Script Place Code Sections wc | milg_Toerses 0 memaddr

penfl M iMicroblazedrty AT MicroblazedrtydT.sdk\ OpeServersrciiseript M | | Browse Place Data Sections in: | rnig Tserses 0 memaddr

PIT g Tseres (| memaddi]

Maodify preject build settings a5 follows: Plaze Heap am

Set geneated torpt on all project build configurstions b Heap Size 1 ME
Seack Size: 1 ME
Memory Bae Address Sare
mécroblaze {1 bocal_memony dmb...  Cul0000000 KB
mag_Tsenes 0 memadde D EDO00000 255
b Frogd Section Assigrenents
? ==

Now the application project should be ready for a successful compilation.

OPC UA Server app
The complate Workspace is here available:
https://github.com/NetTimelLogic/opcua/tree/master/Src/Sdk_workspace

In Xilinx SDK the source file OpcServer.c can be imported to the OpcServer appli-
cation project.

The thread stack size is defined with 4096 it might be possible that the application
is not running properly with other values. However, the hook functions for Mal-
locFailed or StackOverflow might be helpful.

In a first step the network initialization is done. This includes auto negotiation, ip
configuration, interface binding and starting the lwip receive thread. After that the
opcua thread gets started.

Important for a working server is the configuration and especially the buffer size of
the network layer. With the following settings, the server was running without any
problems:

config->networkLayers->localConnectionConfig.recvBufferSize

32768; config->networkLayers-
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>localConnectionConfig.sendBufferSize = 32768; config->network-

Layers->localConnectionConfig.maxMessageSize = 32768;

Before the server is started an object and a variable are added to the server. Addi-
tionally, a callback for the variable is configured, which allows to control the LEDs
on the ArtyA7 board by an OPC client. After that the server gets started and runs
until the running variable is set to false (never in this case).

Connecting to the OPC UA Server

After a successful implementation of the MicroBlaze FPGA design, building the
open62541 library and compiling the OPC UA server application everything is
ready.

The Arty A7 board should be connected to the PC over USB and the RJ45 is con-
nected to a network interface adapter.

1. Open a serial terminal for the debug print out (baud rate: 115200)

2. Loading the bitstream (from Vivado or SDK)

3. Run the Application (from SDK)

4. If the application has successfully started, in the serial terminal following text is
printed out:

P COMT - PuTTY - u] X

5. Start UaExpert
6. Add the server via "Custom Discovery” with the configured open62541 hostname
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Bl Unified Automation Uaxpert - The OPC Unified Architecture Client - NewProject - u] X
File View Server et S Help
' 2 \ ~
NEPEO@ + =0 X< B O
Project & X| Data Access View € Attributes 8 x
v [ Project = - S Glek o
Add Server f
0 servers Attribute Value
v [ Documents
[3 Data Access View Configuration Name | |
Discovery  Adwanced
Endpoint Filter: |opc.tep =
3, Local
v &8 Local Network
R > & Microsoft Terminal Services = 5 x
> 3 Microsoft Windows Network 7 ———
> 2 Web Client Network T o g @ Forward v | [+
~ ® Reverse Discovery Reference Target DisplayName
4 < Double click to Add Reverse Discovery... >
~ &% Custom Discovery
4 < Double click to Add Server... >
() Recently Used
M Enter URL ? X
Authentication Sett
. @ Anonymeus | Enter the URL to listen on for reverse connections:
og | [opc.tpuy92.168. 1. 10:48%0 | |E it
® Username —
B [
Timestsmp Source Server Password I
28.08.2019 14:50... DiscoveryWidget adTimeout), falling back to FindServers
28.08.2019 14:50... DiscoveryWidget Certificate
28.08.2019 14:50... DiscoveryWidget R i)
Connect Automatically
oK

7. Expand the added server to add the connection. In the serial terminal you get al-
ready some information that a new connection over TCP was detected

B Add Server ? X

Configuration Name |open62541—based OPC UA Application

Discovery Advanced

Endpoint Filter: |opc.tcp -

2, Local
v @ Local Metwork
> &2 Microsoft Terminal Services
> ¥ Microsoft Windows Network
> &2 Web Client Network
v @ Reverse Discovery
4 < Double click to Add Reverse Discovery... >
v @ Custom Discovery
4 < Double click to Add Server... >
v O opc.tep://192.168.1.10
~ ) NetTimelogic (opctcp)
@ None - None (uatcp-uasc-uabinary)
(=) Recently Used

Authentication Settings

@ Anonymous

Username Store

Password

Certificate

Private Key

Connect Automatically

0K I [ Cancel
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8. After a successful connection in UaExpert the defined object a variable are visi-

ble.

{38 Unificd Automation UaBxpert - The OPC Unified Architecture Client - MewProject” - o X
File View Sever Document Settings Help
5 ~
DFBBE + =0 X2 D
[Project 8 X| Data Access view © |attrbutes 5 X
¥ [ Project 2 Server Node Id Display Name. Value Datatype  source Timestamy Server Timestamp  Statuscode | 42 o B @ [+]
v B Severs Attribute  Value
12 open2541-based OPC UA Applicati
~ [ Documents
D Data Access View
< >
|Addess Space & x References & x
<7 N Hghight = G | B [Forard ~ (4]
2 Root Reference Target DisplayName
v 2 Objects
> @ LED
> & NetTimeLogic GmbH
> & Server
> 3 Types
> 2 Views
|Log 8 x
®#P
Timestamp Source Server Message "
. ServerNode  open623di-bas.. Revised values: SessionTimeout=1200000, SecureChannelLi
. AddressSpaceM... open62341-bas.. Browse on node i=84"succeeded.
TypeCache open62541-bas... Reading type info of Nodeld NSO{Numeric|35 succeeded
. TypeCache open62541-bas... Reading type info of Nodeld NSONumeric|33 succeeded
. TypeCache open62541-bas... Reading type info of Nodeld NSOJNumeric|31 succeeded
. AddressSpaceM... open62541-bas... Browse on node 'i=85' succeeded.
. TypeCache open62541-bas... Reading type info of Nodeld NSOjNumeric|2004 succeeded
29.08.2019 15:48... TypeCache open62541-bas... Reading type info of Nodeld NSO{Numeric|58 succeeded
29.08.2019 15:48... TypeCache open62541-bas... Reading type info of Nodeld NSO|Numeric|é3 succesded
29.08.2019 15:48... TypeCache open62541-bas... Reading type info of Nodeld NSOjNumeric|f2 succeeded v
8 Unified Automation UsExpert - The OPC Unified Architecture Client - NewProject” - o x
File View Sever Document Settings Help
3 2 ~
D PDPE =0 XK2 B HD
[Project B X| Data Access View O |attrbutes R3S
roje erver lode isplay Name jalue atatype  source Timestamy Server Timestamp atuscode 2300 O
v [ Project # S Node Id Display N: Val D Ti Server T St d 5 L ® [+]
~ [ Severs ) openf25dl-bas.. NSfStringlled... LED false Boolean 01013040 010130040  Good Anribute "
12, open2541-based OPC UA Applicati Vi
~ [ Documents
‘ Mamespacelndex 1
3 Date Access View duiliferType Stiing
Identifier LedNode

NodeClass Variable

BrowseName 1, "LedNode"

DisplayName “en US", "LED"

Description “en_US", "LED on/off"

WriteMask 0 v
< > < >
nddress space & x References & x
5 o Hghight - G | B Foward v o
D Root Reference Target DisplayName
v O3 Objects HasTypeDefiniti... BaseDataVariableType

> @ L
> & NetTimeLogic GmbH
> o Server
> D Types
> 2 Views
lLog & x
®# D
Timestamp Source Server Message "
29.08.2019 15:50... DAPlugin QascDaModel:dropMimeData
29.08.201915:50... DA Plugin open625d1-bas... No subscription available for Serverid 0
29.08.201915:50... DA Plugin P . Creating new < =6, 1, LifeTimeCount=2400, =10, Priority=0, i X
29082019 15:50... DA Plugin open62541-bas... CreateSubscription succeeded [ret = Good]
29.08.2019 15:50... DA Plugin open62541-bas... Revised values: LifeTimeCount=2400, MaxKeepAliveCount=10, Priority=0, Publishinglnterval=500, Subscriptionid=2
29.08.2019 15:50... DA Plugin open62541-bas... Created subscription for Serverld 0
29.08201915:50... DAPlugin open62541-bas... ftem i 250, G , DiscardCldest=1, ClientHandle=3
29.08.2019 15:50... TypeCache open6254i-bas... Reading fo of Nodeld dNode succeeded
29.08.2019 15:50... DAPlugin open62541-bas... CreateMonitoreditems succeeded [ret = Good]
29.08.201915:50... DA Plugin open62541-bas... _ftem [NS1|String|LedNode] succeeded : RevisedSamplinglnterval=250, RevisedQueueSize=1, Monitoreditemld=1 [ret = Good] v

10. By changing the boolean value of the variable, the LEDs on the ArtyA7 can be

switched on /off.

Whitepaper 1.0

Page 15 of 17



/’ NetTimeLogic

1C3 1C4 7ARTY .

Whitepaper 1.0 Page 16 of 17



/ Net Logic

Summary

To get an open62541 server running on a MicroBlaze softcore following adjust-
ments are needed:
Add the defines in the Iwip BSP for lwipopts.h:

#define LWIP COMPAT SOCKETS 0

define LWIP SOCKET 1

=

#define LWIP DNS 1

#define SO REUSE 1
#define LWIP TIMEVAL PRIVATE O

Adjust the BSP settings for lwip:
apl mode = socket API

Adjust the BSP settings for FreeRTOS:
Adjust CMake options for openc2541:

UA ARCH EXTRA INCLUDES = <path to microblaze/include>

THQ

UA ARCH REMOVE FLAGS = -Wpedantic -Wno-static-in-inline

-Wredundant-decls

CMAKE C FLAGS = -Wno-error=format= -mlittle-endian

-DconfigUSE PORT OPTIMISED TASK SELECTION=0

-DconfigAPPLICATION ALLOCATED HEAP=3
-DUA ARCHITECTURE FREERTOSLWIP

UA LOGLEVEL = 100 (optional for debugging)

e Generate a linker script with at least: IMB heap and TMB stack
e Adjust the C/C++ build settings / include sources/libraries

e Define the thread stack size to 4096

e Adjust the buffer size of the server config:
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